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Identity Management (IDM) Quick Reference Guide Introduction

Introduction

This quick reference guide provides step-by-step instructions to assist Approvers who perform
Annual Role Certification for manually approved roles using the Identity Management System
(IDM) user interface.

Terms and Definitions

The following terms are used in this quick reference guide:

Role - A name given to a set of permissions in an application, e.g., Representative, Submitter,
or Authorizer.

Annual Role Certification - The process for extending the role grant for another year. Annual
Role Certification is required every year by CMS security policy and is counted from the date of
the previous year’s certification.

Manually Approved Roles - Roles that are subject to a request and approval process
performed by a person. The first or original grant of a manually approved role is valid for one
year.

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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Identity Management (IDM) Quick Reference Guide How to View a List of Pending Role Certifications

How to View a List of Pending Role Certifications

Procedure Example

B Agree to our Terms & Conditions

Sign In

1) Navigate to — .
https://home.idm.cms.gov
and sign in to the IDM
System.

MS PIV Card Only

The IDM Self Service user
interface (Ul) appears.

2) Click the My Annual
Role Certifications
button.

e My Approvals

My Profile

® 0

My Annual Role Certifications

Manage My Roles

Note: The My Annual Role
Certifications button is only /

available for users who have an
Approver role. @

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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Procedure Example

The My Annual Role

Certifications window appears.

Note: The window displays a list e ] ] Dues -
of the first 1000 user roles .. M s
under an Approver’s authority - —

that are pending certification T e _ Sisplegstiianuniberefinle 2e

. U i certification records that were loaded.

within the next 365 days. o Doe (SOTES s — ©e®
Note: A maximum of 1000 roles - T ee
that are pending certification o0
can be displayed at a time. ST

How to Filter, Sort, and Paginate the List of Pending Role
Certifications

My Annual Role Certifications HH
Advanced Search = Search Q
569 of the 569 role certifications have been loaded s [ Due today Show Em: oss ( o
User [Email Address Application Role [ i Actions
NORt ADAMS (V3MIG15) pkittu@mailinator.com MA/MA- MMP User Plan Contract e @
PD/PDP/CC Number:
H0022
Team Lead (JCTEST2) jacqueline_a_camden@u MA/MA- MA Representative Plan Contract 04/15/2022 o 15/2021 e @
hc.com PD/PDP/CC Number:
H0022
John Doe (SGTEST) sandro_gonzalez@uhc.co MA/MA- MA Representative Plan Contract 04/15/2022 04/15/2021 @ @
m PD/PDP/CC Number:
H0022
Sumana Gopireddy sumana.gopireddy@cgife MA/MA- MCO Representative Ul Plan Contract 04/15/2022 04/15/2021 @ @
(GUVIMAPD) deral.com PD/PDP/CC Update Number:
E0654
NORd ADAMS (V3MIG21) pkittu@mailinator.com MA/MA- MCO Representative Ul Plan Contract 04/15/2022 04/15/2021 @ @
PD/PDP/CC Update Number:
E0654
Aruna Kakarla aruna.kakarla@cgifederal MA/MA- MCO Representative Ul Plan Contract 04/15/2022 04/15/2021 e @
(EIDMTEST201905) com PD/PDP/CC Update Number:
E0654
Steven Freedman (HOME- steven.freedman@cgifed MA/MA- MCO Representative Ul Plan Contract 04/15/2022 04/15/2021 e @
ON-THE-RANGE) eral.com PD/PDP/CC Update Number:
m—
i I = B o
= o | 250] X -
Please select the number of results you want to
display on the page.

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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Task Reference Action

Click the Full Screen button to switch between full screen and

View Full Screen 1 .
normal view.

Filter by Current Click the Due today box to display only those users whose

Date certifications expire at the end of the current day if applicable.
Click the Show Email Address box to display or hide the
Display Email 3 Email Address column.
Addresses Note: The Email Address column must be displayed if you
want to perform a search based on a user's email address.
Sort by Column 4 Click the Column Header to sort the list based on the

contents of that column.

Select Results Per Page to change the number of records
that are displayed on a page.

A maximum of 1000 records can be displayed on a single

Change Page 5 page at any time.

Size
Please note that the more role certifications you try to process
in one transaction, the more time it will take for that
transaction to complete.
_— Click the Arrows to move to the previous or next page.
Page Navigation 6

Click the Page Numbers to select a specific page of results.

How to Perform a Global Search

Global Search enables Approvers to perform a keyword search across all information (including
role attributes if applicable) to narrow the results of the records in their pending role certification
queue.

Note: If an Approver has more than 1000 user roles pending role certification, only the first
1000 pending role records can be searched using Global Search.

Note: The Email Address column must be displayed if you want to perform a Global Search
based on a user’s email address.

Procedure Example

1) Open the My
Annual Role
Certifications cmm O
window and type a E—
keyword into the
Search field.

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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How to Perform an Advanced Search

Procedure

Example

The My Annual Role
Certifications window
only displays records that
contain the Global

Tielikliliklkll

SearCh Crlterla ilklilklilklilil

(ANDY.SMITH20)

® &

Advance d Se

arch =

4 of the 569 role certifications have been loaded.

ijeshkumarp@c-hitcom  MA/MA-PD/PDP/CC

My Annual Role Certifications

MA/MA-PD/PDP/CC

MA/MA-PD/PDR/CC

MA/MA-PD/PDP/CC

MMP User Plan Contract Number: 04/15/2022 04/15/2021
S oe
Plan Contract Number: 04/15/2022

MA 0 0 021
HO02 o
MA Representative  Plan Contract Number:  05/27/2022
HO022 e
(- Resuits Per Page
50 X -

How to Perform an Advanced Search

Advanced Search enables Approvers to perform a search using a combination of date range,
application, role, and group (if applicable) to narrow the results of the records in their pending

role certification queue.

Approvers can use Advanced Search can be used to certify or revoke users at any time during

the year.

Procedure

Example

1) Open the My Annual Role
Certifications window and
click the Advanced
Search button.

I Advanced Search I

The Advanced Search window
appears.

2) (Required) Select an
Application.

3) (Optional) Select a Role
and/or Group.

4) (Optional) Enter any
combination of User ID,
First Name, Last Name,
Certification Date From or
Certification Date To.

5) Click the Certification
Search button.

" Aoplcation
— [ MA/MA-PD/PDP/CC

m Clear Fields

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.

5




Identity Management (IDM) Quick Reference Guide

How to View User/Role Details and Certify/Revoke a Single User’s Role

Procedure

Example

The My Annual Role
Certifications window only
displays those pending
certification records that meet the
search criteria.

Note: Perform a Global Search
by attribute to further narrow the
results of an Advanced Search.

My Annual Role Certifications

MA/MA-FD/PDF/CC MMP User Plan Contract Number: 04/15/2022 04/15/202
0022 e e

® Pz [ 1]

How to View User/Role Details and Certify/Revoke a Single User’s

Role

Note: The Revoke Role function does not immediately remove a user’s access to IDM and
any application(s). Approvers can immediately remove the user’s access via IDM'’s role

removal function.

Steps

Screenshots

1) Open the My Annual Role
Certifications window or
perform an Advanced
Search.

2) Click the User Name/ID of
the desired user.

NORt ADAMS (V3IMIGT3)

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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How to Bulk Certify or Revoke Multiple User Roles

Steps

Screenshots

The User Details window
appears.

3) Click the Acknowledge
box.

4) Certify or Revoke the
user’s role.

a. Click the Certify button
to certify the user’'s
role.

OR

b. Click the Revoke
button to revoke the
user’s role.

The system displays a message
that states the transaction was
successful.

User Details o3

Personal Information
UserID:

| First Name:
| Last Name:
| &-mail Address:

Request Details
Certification Due Date:

| o

| Application:

on:

| role:

| Plan Contract Number

Business Contact Information
Company Name:

| Adaress Line 1
I Address Line 2:
[ city:

| state

| zip cose:

[ Zip Code Extension:

| company Phone Numper

[ company Phone Number Ex]
[ Office Phone Numi

mber Extension

Go to My Annual Role Certifications

Acknowledge

e

How to Bulk Certify or Revoke Multiple User Roles

The Bulk Certify/Revoke feature enables Approvers to select all user roles that are displayed on
the current page of results then bulk-submit them for certification or revocation. A maximum of
1000 roles that are pending certification can be certified or revoked in a single transaction.

Warning: The more role certifications you try to process in one transaction, the more time it
will take for that transaction to complete.

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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How to Bulk Certify or Revoke Multiple User Roles

Procedure

Screenshots

1) Open the My Annual Role
Certifications window or
perform an Advanced
Search.

2) (Optional) Use the
Pagination control to adjust
the number of records per

page.

My Annual Role Certifications

o Results Per Page (Optional)
{250 X -

T e
SO

MNumBer: e
T . T
Number: e

et 04152022 15/202° (Al

" °o®

3) Certify or Revoke all
displayed roles.

a. Click the Certify all
button to flag all roles
displayed on the page
for certification.

OR

b. Click the Revoke all
button to flag all roles
displayed on the page
for revocation.

.|Revoke all}.

Certify all

The Certification(s) to Process
window appears.

4) (Optional) Click the
Remove from Cart button
to reverse the certify or
revoke action for a single
role.

5) Click the Acknowledge
box.

6) Click the Submit button. All
flagged roles are certified or
revoked.

The system displays a message
that states the transaction was
successful.

]

cacton i o7 Lo ot o0 et ==

e 5]

iy

Remove

from Cart ) e

e [

e — ©

z o @

- ©

i g

- e

" o]

n [

=

Acknowledge

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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How to use the Cart to Certify and Revoke Multiple User Roles

The Cart enables Approvers to select multiple user roles then certify and revoke those roles
simultaneously in one transaction. A maximum of 1000 roles that are pending certification can
be certified or revoked in a single transaction using the Cart.

Warning: The more role certifications you try to process in one transaction, the more time it
will take for that transaction to complete.

Procedure Screenshots

1) Open the My Annual Role
Certifications window or
perform an Advanced
Search.

2) (Optlonal) Use the My Annual Role Certifications
Pagination control to

adjust the number of
records per page.

3) Certify or Revoke the

) Doe (SGTEST an zalez@uh MAM, MA Representative Pkan’c’onnicl Rev°ke 4/15/202

user’s role. Paron oo

_ _ ST e— oy oo s s g @

4) Click the Certify button. e .
The record turns green - .

and is flagged for o I~ °°

certification in the Cart. e o | GARE e o

OR a:

5) Click the Revoke button
to revoke the user’s role.
The record turns red and
is flagged for revocation
in the Cart.

‘ My Annual Role Certifications

6) (Optional) Click the
Remove from Cart
button to reverse the
certify or revoke action
for a single role.

7) Click the Cart button.

«| Remove
from Cart
4 152021

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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Procedure Screenshots

The Certification(s) to Process
window appears.

Certification(s) to Process

8) Click the Acknowledge .
box.

9) Click the Submit button.
User roles are certified or

revoked based on how . e :
they were flagged in the &~ |Acknowledge W
Cart. E ' N

The system displays a message
that states the transaction was
successful.

How to Export a List of Pending Role Certification Records to an
Excel Spreadsheet

The Export function enables any Approver to create a report of roles that are pending
certification by exporting a list of pending role certification records to an Excel spreadsheet.

Procedure Screenshots

1) Open the My Annual Role
Certifications window or
perform an Advanced
Search.

2) Click the Export button.

@ savers X
The Save As window appears. « A1« Windows (€) > sers » Pubic
. . Org: - New fold - 2]
3) Navigate to the location = Destop BT e A
where you would like to e Pl i
save the file. sy e
B This PC
Public Download:
4) Type a name for the file in  veter oo !
the File name box. Decument ik >
File name: 20210601 Pending Annual Role Certifications
5) CI|Ck the Save button. Save as type:  Microsoft Excel 97-2003 Worksheet

| Save |

The file is exported.

A Hide Folders

%I e

If you have questions about, or need assistance regarding Annual Role Certification, please contact your Application Help Desk.
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