High-level I&A Registration Steps

1.1 Introduction:

This abbreviated walkthrough lists the steps required to complete the registration process for the
individuals with the roles listed below. This account will allow access to PECOS in order to create and
update medicare enrollment Information on behalf of organizations that are healthcare provider and

suppliers. Please read and comply with all on screen instructions to ensure compliance with CMS Policy
and associated Medicare Programs.

NOTE: The following steps assume the organization already has an organizational NPI in
NPPES, and all individuals registering have the appropriate authority to access enroliment
information for these healthcare organizations.

1.2 Registering as an Authorized Official for an Organization in
1&A

1) From the PECOS homepage:

a. Select the “Register for a user account” hyperlink under the BECOME A REGISTERED
USER heading (top right corner of the screen).

Medicare Enroliment

for Providers and Suppliers

Welcome to the Medicare Provider Enrollment, Chain, and Ownership System {(PECOS)

") Red asterisk indicates a required field.

PECOS supports the Medicare Pravider and Supplier enrollment process by allowing registered users to securely and electronically
submit and manage WMedicare enrollment information.

USER LOGIN BECOME A REGISTERED USER
You may use your NPPES or PECOS username and You may register for a user account if you are: an Individual
passward to login. Practitioner, Authorized or Delegated Official for a Provider or
Supplier Organization, or an individual who works on behalf of
* User ID Providers or Suppliers.

Reqister fof a user account =51

* Password

| Note: If you are a Medical Provider or Supplier, you must register
for an NPI & before enrolling with Medicare.

[Locin @)

Foraot Password?is!

IManage/Update User Prafilgis]

If you are having issues with your User ID/Password and are unable to log in, please contact the External User Senvices (EUS) Help
Desk at 1-866-484-8059/TTY 1-866-523-4759.

2) A second Internet Explorer window opens directing you to the I&A website

3) On the Application Security Check page
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a. Answer the 2 security questions and click the “Next” button

Application Security Check

This security check is used to prevent the creation of fictitious accounts. Please provide answers to the 2 security questions listed below.
Questions Answers

= \What direction is the South Paole?

= \What caloris a blue car?

4) On the I&A - Create User ID and Password page
a. Enter a unique user ID
b. Enter a unique password
c. Answer the 5 Secret Questions (please remember the response to these questions, you
will be presented with your security questions when you need to reset your password
d. Click the “Next” button

1&A - Create User ID and Password

Please create a User 1D and password for accessing |&A and the systems that use |&A.
Cresting an organization user sccount does not represent spplying for an NPI.

= UserID: ||
MHote: Personal information, such as a Social Security Mumber, should not be used as the User ID. The User
1D can contain a maximum of four digits. Please note: The User 1D cannat ke changed.
* Password:

* Retype Password:

MHote: Password must be 8-12 characters long, contain at least one letter, one number, no special characters,
and notbe the same as the User ID.

# Select Secret Question 1: v
= Answer 1

# Select Secret Question 2: v
= Answer 2:

# Select Secret Question 3: v
= Answer 3:

# Select Secret Question 4: v
= Answer 4:

* Select Secret Question 5: v
= Answer 5

Next >

5) On the I&A — User Profile page
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a. Enter all required fields

Note: A valid E-mail address that you have access to must be used when creating a user
ID; a confirmation E-mail will be sent by I&A upon approval of the AO request.

1&A - User Profile

* (ndicstes Reguired Fisld

Hote: All notifications will be sent to the e-mail provided on this page.

User Profile Information:

Prefix:  + First Name: [Middle: #* Last Name: Suffix:
W W

Credential(s): /M.0., 0.0, stc.)

# Date of Birth: @O0 Y'Yy # Social Security Humber: iWithout Dashes)

# E-mail Address: # Retype E-mail Address:

6) On the I&A — Employer Information page

a. Enter all required fields
Note: Regarding the street address, it does need to be a valid US postal
address. Users should be sure to accept the standardized address supplied by
the system if valid to avoid having their NPI request “Pend”, requiring manual
intervention by an administrator. This will not prevent creation of the account;
however will delay completion of the process by a few days.

b. Click the “Next” button
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|&A - Employer Infermation

# Indicates Required Fisld

Mote: Please use the Previous and Next buttons to navigate between the pages in the application

Please enter your employers infermation below. If your employer works on hehalf of a provider/supplier organization, information for those provider/supplier crganizations will be collected
separately.

Provide Your Employer's EIN And Employer Legal Business Name/Legal Name

+ Employer EIN:

+ Employer Legal Business Name/Legal Hame:

Employer's Mailing Address Information

= Address Line 1t (Street Number and Name)

Address Line 2: (=.g. Suite Number)

= City: + State: =ZIP+4
Country: -

United States |

#*Phone Number:  Extension: Fax Number:

(Without Dashes) (Without Deshes)

[® <Previous | [B Hext>

7) On the I&A — My Access Requests page
a. Click the “Add Access Request” button

1&A - I‘u"l‘y' Access Requests
* At least one organization is required

Mote: Flease use the Previous button to navigate between the pages in the application.

Mote: App Type Legend: P=PECOS - Medicare Provider Enrallment; E=EHR Incentive Program

Use the button below to add the NPls you wish to access:

4’& 2 Add Access Request | ]

Use the buttons below to select and remove NPIs before they are submitted for processing:

B SeecAl | B CearSeleted | B Delete

Provider/ Supplier Organizations

8) On the I&A - Select Request Type page
a. Select the “You are the Authorized Official of the provider/supplier organization” radio
button
b. Click the “Next” button
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1&A - Select Request Type

#[ndicates Required Fisld

Note: Please use the Previous and Mext buttons to navigate between the pages in the application.

+# Select the request type desired for the NPI being added:

& You are the Authorized plisr organization.

{The Authorized Offi sponzibl lameging users for the provider/supplisr organization)

O Youw are an end user of the providsr/supplisr organization

QO Youare requesting to &ct on behalf of an individua! provider.

| < Previous | | 1 MNext >

9) On the I&A - Provider/Supplier Organization NPI page
a. Enter the Organization NPI
b. Click the “Search” button

1&A - Provider/Supplier Organization NPI

Please provide the provider/supplier organization NPI:

Note: Please use the Previous button to navigate between the pages in the application.

| @ < Previous | | 4 Save | | _ Save & Add Another

c. After you click the “Search” button, the Organization information that you entered in
NPPES displays
d. Click the “Save” button
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1&A - Provider/Supplier Organization NPI

Please provide the provider/supplier organization NPI: 1328328238

Note: Please use the Previous button to navigate between the pages inthe application.

The following organization information was found;

HPI: 1326328238
EIN: 606012012
QOrganization Name {(LBN): Jamaica Health

Doing Business As:

Street: 7210 Ambassador Rdy
City: Baltimore
State/Foreign Province: MD
ZIP: 21244-2709
@ < Previous | | ] Save | | | Save & Add Another

10) Back on the I&A — My Access Requests page
a. Check the checkbox under the Provider/Supplier Organization heading
Note: The table displays Yes for the “Are you the Authorized Official?” column.
b. Click the “Submit” button

I&A - My Access Requests

* At lesst one organizst

Mote: Please use the Previous button to navigate between the pages in the application.
Note: App Type Legend: P=PECOS - Medicars Provider Enrolment; E=EHR Incentive Program

Use the button below to add the HPls you wish to access:

Ol Add Access Reguest

Use the buttons below to select and remove NPIs before they are submitted for processing:

O SelectAl | [O CearSelected | [@ Delete

Provider/Supplier Organizations

(navigate to Individual Provider Access Requests

Are you the R " . Authorized
App Authorized Tracking Organization EIN Organization Name (LBN) Organization NPI Organization Practice Authorized Official Phone
Type L [} Location Official
Official? Humber
7210 Ambaszador Rd
= MNiA ez w00oe 2012 Jamaica Health 1326328238 Battimere, MD Crystal Clear 5555555555
21244

Individual Providers
(navigate to Provider/Supplier Organization Access Reguests)

Provider Phone

App Type Tracking ID Provider Last Hame Provider First Hlame Provider NP Provider Practice Location Humber

|J < Previous | |J Submit ‘

Status

Status

11) On the Submit Confirmation page Select the “Yes” button
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12) On the Thank you. Your request will be processed page
Print this page for your records, make note of your Tracking ID, Organization Name, and

Organization NPI.
b. Complete all instructions on this page.

a.

Thank you. Your request will be processed.

carefully as these nstructions are specific to the access request type submitied. Include racking number on all applicable correspondence.

ase read the folowing
If you are applying to act on behalf of an Individual Provider(e.g. physician, sligitie professional, stc)

® You must be approved by the Invdividual Provider before you will be able to act on behalf of the provider.
* You do NOT need to send any documentation to CMS or any of the CMS help desks or information centers

If you are applying s the Authorized Official of your Provider Organization (2.9 hospital, physician group, clinic, etc). Please contact the EUS helpdssk for more information (contact information belo

before you wil be able to access your organization’s data.
ting documentation 2o that they can approve your access
< sending it fo EUS

ved by the LIS External Us
oy of your organization's RS
acking ID at the top of yo

ve an email when EUS processes

If you are applying as an Organization End User

/il be able to access your organization's data
st

* You must be approved by your Organization's Authorized Otficial befor
® You wil receive an email when your Autherized Official processes your re

Provider/Supplier Organization
Organization NP

App Type Tracking ID Frovider! S“ppE""EI" Organization Provider/Supplier Organization Hame(LBN)
WA £05212012452201 0000012 Jamaica Healtn 1226228238

13) Log Off

a. On the Log Off confirmation page Click the “OK” button to confirm that you would like

to log off

14) Once your Authorized Official request has been approved by the CMS External User Services,
you will use the user ID and password to log into PECOS.

15) To see finalized enrollment applications in PECOS, follow the “Submitting the Security Consent
Form (SCF) for Access to Finalized Enrollment Application in PECOS” steps below.

1.3 Submitting the Security Consent Form (SCF) for Access to
Finalized Enrollment Applications in PECOS

1) From the PECOS Homepage
a. Login to the USER LOGIN section with your user ID and password
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Welcome to the Medicare Provider Enrollment, Chain, and Ownership System (PECOS)

[*) Red asterisk indicates a required field.

FPECQOS supports the Medicare Provider and Supplier enrollment process by allowing registered users to securely and electronically
submit and manage Medicare enrallment information.

USER LOGIN BECOME A REGISTERED USER
You may use your NPPES or PECOS username and You may register for a user account if you are: an Individual
password to login. Fractitioner, Authorized or Delegated Official for a Provider or
Supplier Organization, or an individual who works on behalf of
* User ID Providers or Suppliers.

* Password
| | Note: Ifyou are a Medical Provider or Supplier, you must register

far an NP1 before enrolling with Medicare.
LOGIN B

Forgot Password?I=]

Reagister for a user account

Manage/pdate User Prafilgi=l

If you are having issues with your User ID/Password and are unable to log in, please contact the External User Services (EUS) Help
Desk at 1-866-484-8049/TTY 1-B66-523-4759.

2) On the Welcome screen
a. Select the “ACCOUNT MANAGEMENT” button

Welcome Crystal Clear

Notifications
Welcome to PECOS.
Note: JavaScript must be enabled in your internet browser for PECOS to work properly. If

JavaScriptis currently disabled in your browser, refer to the Accessibility section in PECOS Help
for instructions on enabling JavaScript.

Manage Medicare and Account Information

[ MY ENROLLMENTS @ | [ ACCOUNT MANAGEMENT 3 | ; 4

« Enroll in Medicare for the first time + Update your user account information,

+ View and update existing request or remove access to organizations
Medicare information + Manage access to Medicare enrollments

+ Continue working on saved
applications
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3) On the Account Management page
a. Select the “Request access to Medicare provider enrollment records via a Security
Consent Form (SCF)” radio button
b. Click the “Next Page” button

Account Management

(*) Red asterisk indicates a required field,
Introduction

The Medicare Enrollment for Providers and Suppliers application allows far the creation, editing,
and submission of Medicare data by not anly Medicare Froviders and Suppliers, but also other
individuals or arganizations authorized to assist and submit information on hehalf of those
Providers and Suppliers.

The following options allow the user to update user account information and request access to
Medicare pravider enrallment records. Select the first option to update profile information and
request or remove access to provider organization(s). Selectthe second option to generate a
Security Consent Form (SCF). For a user to access the Medicare enrallments of a pravider
organization, the user's emplover must have a signed security consent form (SCF) from the
provider arganization acknowledging thatthe user's employer is authorized to access the
provider arganization’s Medicare enrollment information. Only one SCF is required between an
employer and the provider organization.

User Account and Security Management Options
*What would you like to da?

O Update user account information

@equest access to Medicare provider enrollment records via a Security Consent Form
F}

NEXT PAGE B

4) On the Employer and Provider Organization page
a. Select the radio button next to the entity for which you are requesting access
b. Click the “Next Page” button

Note: The example screen only lists one entity. Other users may have access to multiple
entities. If you require access to more than one entity, please follow these steps for each
access request.
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Employer and Provider Organization

[*) Red asterisk indicates a required field.
Employer and Provider Organization

You are associated to the following Employer:

LBN: Jamaica Health

TIN: 60-6012012

*Which provider is the application being created for?

O Provider Name: Jamaica Health
Provider Tax ldentification Humber (TIN): 80-6012012

(@ PREVIOUS PAGE | NEXT PAGE B

5) On the Security Consent Request page
a. Click the “View and Print” hyperlink

Security Consent Request

Results
The following Medicare information was found for the Medicare provider that you have identified.

Flease print and sign this form below, and mail the signed Security Consent form to the
External User System (EUS).

If you wish to add additional records, select the "Previous Page™ option below to return to the
entry screen.

View and Print Consent Form

Action Document Hame

Pl view and Print &= Security Consent Form

Note:

+ Documents in POF farmat require the Adobe Acrobat Reader® B3, If you experience prablems
with PDF documents, please download the latestversion of the Reader® 1.

(@ PREVIOUS PAGE | [ pone B |

6) A second Internet Explorer window opens displaying the Medicare Provider Enroliment
Security Consent Form

a. Print this form, populating any missing information

10
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b. Sign the form and follow the instructions in Section 5 for mailing the form to the
External User Services (EUS) helpdesk

CIMITE B TR

Form Creation Date: 10122012 Security Consent Form 1D: F10122012000002

Medicare Provider Enrcllment Security Congent Form
Organization or Group
[SECLION I — FOrnT POFPOSE arnid INSTFICTGTS.

The purpose of this security consent form is for the Authorized Official (AQ) of a Medicare organization or
group provider (Medicare provider) to grant an organization other than itself (employer crganization) access
to the Medicare provider's enrollment information in the CMS computer system known as the Provider
Enrcllment, Chain and Ownership System (PECOS). By signing this form, the AD confirms that the
organization listed in section 2B of this form is authorized to complete and submit provider enrcllment
information on behalf of that Medicare provider. Mote: A security consent form is required for a Medicare
provider to grant access to its own employees. Even with an approved security consent form, an employee
nf tha Madirare nrowider ar of the emnlovar arnanizatinon muost he individualle annroved b the Meadicara

7) After you've printed the Security Consent Form
a. Close the second Internet Explorer window

8) On the Security Consent Request page
a. Click the “Done” button
b. The “Done” button will return you to the Account Management screen

9) On the Account Management page
a. Click the “Return to Home” button

10) The “My Enrollments” button on the PECOS Welcome Screen will remain disabled until EUS
approves the users AO request.

1.4 Registering as an Authorized Official for a second EIN in
1&A

NOTE: The following steps assume the organization already has an organizational NPl in
NPPES that is associated with the EIN, and all individuals registering have the appropriate
authority to access enrollment information for these healthcare organizations.

1. Go to: I&A URL - https://nppes.cms.hhs.gov/NPPES/IASecurityCheck.do

2. Use your I&A user id and password you previously created to log into PECOS
3. Click the “Account Management” button

4. Select the “Update user account information” radio button the click “Next Page” button

11
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5. Click “Yes” to continue

6. Enter your login credentials

7. Confirm your User Profile Information is accurate and click the “Next” button

* Indicates Required Figld

User Profile Information:

1&A - User Profile

Hote; All notifications will be sent to the e-mail provided on this page.

Prefix: + First Name: Middle: # Last Name: Suffix:
W b
Credential(s): /.0, D.Q, stc.)
# Date of Birth: (D0 Y'Yy # Social Security Humber: (Without Dashes)
# E-mail Address: # Retype E-mail Address:
| Mext =

8. Confirm your Employer Information is accurate and click the “Next” button

* Indicates Required Field

separately.

Provide Your Employer's EIN And Employer Legal Business Name/Legal Name

+ Employer EIN:

+ Employer Legal Business Name/Legal Hame:
Employer's Mailing Address Information
+ Address Line 1: (Street Number znd Nams)

Address Line 2 j=.g.

+ City: + State: =ZIP+4

Country:
United Statss |

*Phone Humber:  Extension: Fax Number:

{Without Dashes) (Without Dashes)

Note: Flease use the Previous and Mext buttons to navigate between the pages in the application.

1&A - Employer Information

Please enter your employers information below. If your employer works on behalf of a provider/supplier organization, infarmation far those provider/supplier arganizations will be collected

@ < Previous |

[=

Next >

12
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9. On the My Access Requests page
a. Select the “Add Access Request” button

1&A - My Access Requests

|

o
i
Lo
(]
o

t one organization is required
MNote: Please use the Previous button to navigate between the pages in the application.

Mote: App Type Legend: P=PECOS - Medicare Provider Enrollment; E=EHR Incentive Program

Use the button below to add the NPIs you wish to access:

4{ | 1 Add Access Reguest | ]

Use the buttons below to select and remove NPIs before they are submitted for processing:

B SelectAl | [B  ClearSelected | (M Delete

Provider/Supplier Organizations

10. Now follow steps 8-15 above in “1.2 - Registering as an Authorized Official for an

Organization”, selecting an NPI that is registered in NPPES associated with the EIN of the
Organization you need to access records for.

13
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Registering as an End User for an Organization in 1&A: If
the user does not currently have an I&A account

Go to: I&A URL - https://nppes.cms.hhs.gov/NPPES/IASecurityCheck.do

On the Application Security Check page
a. Answer the 2 security questions
b. Click the “Next” button

{2 1A Security Check Page - Windows Interns! Explorer

Ge e .o S0 3] [%[x] [ 2
Bo Ede Yew Fagwortes ook teb
i Favectes | iy 2] CGlEnsankle ] CGI Share Pok St 8] CH Homopoge €| GPIPortal 1A Medcare Program Itgrty . ] WPPES (vabdatiur) 1 FECCS Al valdticr)
1104 Securky Check Page fi- B L0 - page- ioiy- k- @- 7
I —CATS Conuns for Medicare & Medicaid Sornces

Home | Help &

Application Security Check

= (ncicates Reouied Figid

This security check is used 1o prevent the creation of fictitious accounts. Please pravide answars to the 2 security questions listed below

Questions Answers

Dore W Trusted stes fa - Riow -~

On the I&A - Create User ID and Password page
a. Enter aunique user ID
b. Enter a unique password
c. Answer the 5 Secret Questions (please remember the response to these questions, you
will be presented with your security questions when you need to reset your password
d. Click the “ Next” button

14
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£ KA - Creale User 10 and Passwor - Windows Intesmet xplarer

Qi e o o ik || iie)x| [0 35
Do Lot em Fperte Dok ek

S Frwtes | Gl )6 Ereetie ) G5 Sare Pork e [ O Momepaon [ <71 Purtal I Medkars Frogram inbegrty . . NPPES fvakdation ] PRGOS Al (eakdtnnd (| PECKTS FY frakiationy

104 Crmate e 5 P B-ga - fmme ddeye Tk @ T

Medicare 5 Medicaid

BEA - Ereate User ID and Password

Pleass create o User 10 and password far sccesaing (LA and the systams that e LA
e s zindir cnge s chis ek praand sl - AP

* Passiors
* Rotyps Password

Mote: Pasuwand munt be 12 chant
chamcten. and £l ba The same as th

ian af beaut oog better. one nemker, na special

* Sale<t Saered Ouestion 1. v
* Anwwar 1

* Select Sacret Quention I
* Angwar I

* Salect Sacret Question ¥ v
* Anwmrar X

* Select Secret Guestion & v
* Aanwarar &

= Sabct Secret Quwstion &

* Ao &

B e

4. On the I&A - User Profile page
a. Enterall required fields

Note: A valid e-mail address that you have access to must be used when creating a user
D; all notification will be sent to the e-mail on this page.

5 1A - Uiser Profile
.ﬂ# Centers for Medicare & Medicaid S
Apphcation Sections 184 - User Profile
* indicaies Required Feid
HNote: AN notifications will be sent to the e-mail provided on this page
User Profile Information:
Prefix: = First Hame: Kiiddhe: = Last Mame: Suffix;
Credentiols); (110, 0.8 e
* Date of Birth; (DY v * Soclal Security Humber: (o Dastes)
= E-mail Addrees: * Retype E-mail Address:
= Mt = |

5. On the I&A — Employer Information page
a. Enter all required fields

15
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Note: Regarding the street address, it does need to be a valid US postal address. Users
should be sure to accept the standardized address supplied by the system if valid to
avoid having their request “Pend”, requiring manual intervention by an administrator.
This will not prevent creation of the account; however will delay completion of the
process by a few days.

Note: The EIN: Entered should be the same EIN that was entered as the Authorized
Official who registered (example above: 123456789).

b. Click the “Next” button

6. On the I&A — My Access Request page
a. Click the “Add Access Request” button

Note: the access level is tied to the EIN.

16
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for Medicare & Medicai

Help =
Appication { " 184 - My Access Requests
. ar doired
yer Info
Mote: Floaso use the Previcus button to navigate between the pages in the appiication
Mote: Apgp Type Legend PPECOS - Medicae Prowder Enralimént, ESEHR Incentré Pidgrar
Use the button below te add the NPIS you wish 1o sccess:
;{ B Add Access Reguest | I
P
User the butions below to sidect and remowe HPIs before they are submitted for processing:
[B seaal | [B ClearSelected | [B Delte |
ProviderSupplier Organizations
{naeigate 1o Indnadual Proader Access Requests)
Are you the i Authorized
App - Tracking  Organization . Organization Organization Authorized y
Authorized Owganization Name [LBN) o 5 4 Dfficial Phor
Type Official? I EIN HPl Practice Location Official Humber
Individual Providers
nanigate to Provder Supplier Organization Access Requests,
App " Provider Practice Provider Phane
Type Tracking il Provider Last Hame Provider First Hame Provider NP Location Number

7. On the I&A - Select Request Type page
a. End users will select the second option. “You are an end user of the provider/supplier
organization”.
b. Click the “Next” button

5 1803 - Select Request Type

CATS/ Conters for Medicare & Medicaid Se

1&A - Select Request Type

RIACCES Fiolied Ry

Note: Pleaze use the Previous and Mext buttons te navigate between the pages in the application

= Salect the request type desired for the NP1 being added:

nized Ofcial of ihe providenBupoiar onga i
5 reSponsnDie for managrng users for i

@ [Fouane a0 #nd Uer oF I DReVIRnSLDETRT DDA Bhon

You ahe réguestng fo acl on behall of an indhvagiual provicer

W= F'lewl:-usl 2 MNext>

8. On the I&A - Select Application Type page
a. Select the application for which you are requesting access
b. Click the “Next” button

17
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CATS, Centers for Medicare & Medicaid Seraces

184 - Select Application Type

* Indicatas Reguned Faed

Mote: Pleass uie the Prinvdus and Nt Buttons 10 arsgle birtvadn thi pages i the appheation

* Select Application Type

EHR Incengve Program

Bath
| 2=« Fﬂavmual B Nexd:

9. On the I&A - Provider/Supplier Organization NPI page
a. Enter the Organization NPI

Note: This NPl must be linked to the EIN for this organization.

b. Click the “Search” button
After you click the “Search” button, the Organization information that you entered in
NPPES displays

d. Click the “Save” button

1&A - Provider/Supplier Organization NPI

Please provide the provider/supplier organization NPI: 2 Search

Hote: Please use the Previous button to navigate batwaen the pages in the application

[@<Previous]| [B Save | [B Save&AddAncter |

10. When directed back on the My Access Request page, scroll to the bottom and click the Submit
button

11. On the Submit Confirmation page select “Yes”
12. AT THIS POINT THE AUTHORIZED OFFICAL ASSOCIATED WITH THE TAX ID YOU LISTED UNDER

YOUR EMPLOYER MUST LOGIN AND APPROVE YOUR REQUEST. Note: External User Services
(EUS) does not approve End User requests.

18
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1.6 Registering as an End User for and Organization in 1&A: If

the user has an I&A account

1)
2)
3)
4)
5)
6)

7)

8)

Go to: https://pecos.cms.hhs.gov/pecos/login.do

Use your I&A user id and password to log into PECOS

Click the “Account Management” button

Select the “Update user account information” radio button the click “Next Page”
Click “Yes” to continue

Enter your login credentials

Confirm your User Profile Information is accurate and click Next

2184 - User Profile

—EATS/ Centers for Medicare & Medicaid Services

Apphcation Sections &4 - User Profile

Hote: AR notifications will be sent to the e-mail preaded on this page
User Profile Information:

Prefix:  * First Hame: Middle: # Last Mame: Saffix:

» W

Cradentinkis): (.10 DO sk
* Date of Birth: (S0 ¥ * Soclal Security Numbaer: (1 Vimaut Dashas)

= E-mail Address: * Retype E-mail Address:

B Nem> |

Confirm your Employer Information is accurate and click next

19


https://pecos.cms.hhs.gov/pecos/login.do

High-level I&A Registration Steps

Application Sections

I&A - Employer Infermation

* [nNCaias Regusred Faald

Haote: Please use the Prevous and Next butions to navgate between the pages in the apglication

Pleage anler your amployers miormation below I your employer works on behalf of a provde'suppber onganizatson, infgrmatsan |
collected separately

Frovide Your Employer's EIN And Emplayer Legal Business Mamea/Lagal Name

# Employer EIN

* Employer Legal Business Name/Legal Hame:

Employer's Mailing Address Infermation

* Address Line 1: [Sreet Numoer ang Name]

Address Line 2: fep Sue Number)

* City: * State: * 1P » 4
Country:

United States »

*Phona Humber: Extension: Fax Humbar:

(Without Daanes! (iR Dashesl

< Previous | 0 Mext>

9) On the My Access Requests page select the “Add Access Request” button
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for Medicare & Medicai

Help = |

Application sections 184 - My Access Requests

* AL dsl Ok Ofgar Zalce (5 regoied
MHote: Floase use the Prvicus bution 1o naagate batwoen the pages in the application
Hote: App Type Legend. PePECOS - Medicane Prowder Enraliment, ESEHR Incenlr® Program

Use the button below 1o add the NPl you wish to access:

8 Add Access Reguest |

Use the buttons below to select and remove HPis belore they ane submitted for procossing:

|8 SaleciAll _.I_C_IeaLSeﬂed_; 8 Delete .'
Provider! Supplier Organizations

{naragate 1o Indradual Provider Access Requests]

fura you the N Authorized
: Tracking  Organization 3 Organization Crganization Autherized
Autharized Organization Name (LBM) . 5 : Official Phor
T¥P® | ogticiol? 1D EIN NPl Practice Location Official ey
Individual Providers
{raragate 1o Proiden Supphier Orgaszation Access Requests)
App " Provider Practice Pravider Phane
Tracking 1D Provider Last Hame  Provider First Hame Provider NP1 Location Humber

Type

10) Select the second option - “You are an end user of the provider/supplier organization” and click Next

5 18 - Select Request Type

CATS/ Centers for Medicare & Medicaid Serv

1&A - Select Request Type

windicaias Reolied Fald
Hote: Please use the Previows and Next buttons to navgate batween the pages in tha application

* Select the request rype desired for the NP1 being added:

) You are the & rized Ofcial of ke provideraupoder onganizadion

(The duthorized Ofcal I8 responsibie for managing users for the srovidensugpier organization

& [fou ane an nd U367 OF I DroWdRSLSENeT ORgAZBNon

Yiou &g reguasing o acl on behall of an indhvadial provider

& e |

11) On the Provider/Supplier Organization NPI page, search for the Provider/Supplier Organization’s NPI
associated with the EIN you would like to connect to.

Note: you can confirm this information in NPPES by logging in with the login for that NPI.
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4—‘5—"!‘7‘& Centers for Medicare & Medicaid Services

Application Sections

1&A - Provider/Supplier Organization NPI

Please provide the providerisupplier organization NPI: 8 Search

Note: Please use the Previous button to navigate betwean the pages in the application

[@<Previous] [@ Save | [B Save&AddAncther

12) Back on the My Access Request page, scroll to the bottom and click the Submit button
13) On the Submit Confirmation page select “Yes”

14) AT THIS POINT THE AUTHORIZED OFFICAL MUST LOGIN AND APPROVE YOUR REQUEST. Note:
External User Services (EUS) does not approve End User requests.

1.7 Approving an End User Request for an Organization in
I&A: As the Authorized Official

1) Go to: https://pecos.cms.hhs.gov/pecos/login.do

2) From the PECOS Homepage
a. Login to the USER LOGIN section with your Authorized Official user ID and password

3) On the Welcome page
a. Select the “ACCOUNT MANAGEMENT” button

4) On the Account Management page
a. Select the “Update user account information” radio button
b. Click the “Next Page” button
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High-level I&A Registration Steps

Account Management

[*) Red asterisk indicates a required field,
Intreduction

The Medicare Enrolliment for Providers and Suppliers application allows for the creation, editing,
and submission of Medicare data by not only Medicare Providers and Suppliers, but also other
individuals or organizations authorized to assist and submit information on behalf of those
Providers and Suppliers.

The following options allow the user to update user account informatian and request access to
Medicare provider enrollment records. Selectthe first option to update profile information and
request or remove access to provider organization(s). Selectthe second option to generate a
Security Consent Form (2CF). For a userto access the Medicare enrollments of a provider
organization, the user's employer must have a signed security consent form (SCF) from the
provider organization acknowledaging thatthe user's employer is authorized to access the
provider organization's Medicare enrollment infarmation. Cnly ane 3CF is required between an
employer and the provider organization.

User Account and Security Management Options
*What would you like to do?

O Update user account information

—b@ﬂequest access to Medicare provider enrollment records via a Security Consent Form
Fi

NEXT PAGE B

5) On the PECOS Identity and Access Management (I&A) page
a. Click “Yes” to continue

The PECOS Identity and Access Management (I&A)

You will be navigated to the PECOS 184 system, which will allow you to update your account
information and request access to organization(s) for Internet-based PECOS.

[fyou select ™es”, you will be directed to the PECOS 1&A system and will be required to log in again.

Would you like to continue?

6) On the “Login for I&A” page
a. Enter your Authorized Official login credentials
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b. Click the “Login” button

8 L for T8 fi- 8

Centers for Medicare & Medicaid Se

Lagin for 184

& Emor User IDmay not be blank. Personal information, such a3 a Social Secunty Humber or a Nationad Provader Identifior. should not be usod as the User IT

® inglCates Reglirag Fald
* Enter User 10:

* Enter Pasivwornd:

W you hawe forgotten your User 1D, please chck tha Hedp hyperink above for help desk contact information

8 ReselForgoltan Password I

Note: User IDs cannot be changed. Once you havwe successhilly chosen a User ID and submitied the record. this User 1D wal remiain toed fo your record and wall nod be changed

7) On the “Welcome to the I&A System” page
a. Click the “Manage My I&A Access Requests” button

CATS/ Centers for Medicare & Medicaid Services

Welcome to the I&A System

Name: Crystal Clear

Menu Options:

|JChange Passwordl

| AChange Secret Question |

| @ View/Modify 18A User Profile |

| JdManage My I&A Access Requests |

8) On the I&A - Access Requests Search page
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This iz geing te ba the
—————— > | £ || voa212012460304 f enduser2 | User2 | End H2201Mm

a. Click the “Search” button to locate “Pending” access requests for your
Individual/Organization

{8184 Accass Requests Sesrch fi- B CN - oPape- safmy- T

Home | Help& |

184 - Access Requests Search

Choose the criteria to search on;
O Wiew All (Only 150 records will display)

Qr

=) Enter data for at least one of the following:

Request Tracking ID User ID
First Name Last Name
Employer EIN Employer Legal Business Name

IndividualiOrganization NPl | This is going 1o be the longest legal business name ever NPE 1821378886 EIN: 112120111 »
Status | Panding s

Application Type bt

B Saa--:h_| a Hesa:_]

9) On the I&A - Access Requests Results page
a. Where the App Type field displays E, select the Requesting Tracking ID hyperlink

8 10t - hccess Reguests flesits s B 0 emoc Eeoes Selety- Ta

Medicare & Medica

Home | Help o
184 - Access Requests Results
i ] Back

Kaore: App Type Legend: P=PECOS - Medicare Provider Enroliment; E=EHR ncentive Program
Provider/ Supplier Organizations
{elick Requesi Tracking 1D for details o navigate ta inghvidial Proviger Resulrs)

App  Request Tracking Last = First | Organization o Organization Employer Legal | Employer | Request

Type D UserID | \yrne | Hame BN Organization Neme NPl Business Hame EiN Due | S

This rs going 10 be

lengest legal business | 1521375838 I:.e Jonges! lagal M2120111 | 032172012 |Pending
UHNESE Name
TR A el

This is going to be the T: ;:I“]c::? .": :,e
P U03212012480303 | enduser? | User2 | End N20117 | longest legal busmess | 1821378836 I:.us-ﬂ:cs “arfn M2201T | 032172012 |Panding

name ever
L)
Individual Providers
felick Reguest Tracking ID far detalls or navigare 1 ProviderSuppder Organizaten Resulis)
App Request User Last First Provider Last | Provider First | Provider Employer Legal Employer = Request St
Type Tracking 1D 4] Hame | Namé Hami Harme L] Business Hame EIN Date

o  Back

10) On the I&A — Access Request Status page
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a. Review the user profile information of the end user
b. If you approve the end user’s access, click the “Approve” button

{184 - Access Request Status B | g v Pagew Safetyw Took

ﬂ,ﬁ Centers for Medicare & Medicaid Sery

Home | Help©@ | Logo

Wiz Uisar Profie BA Asows Resuits Baaesh v 1B - Assen Resouits Reuls 5
Disassocate 18A - Access Request Status
Reassocate

User Profile Organization Access Request

User Name: End User2 Organization Name: This i3 going to ba the lengest legal buginess name ever

Employer EIN: 112120111 Organization EIN: 112120111

Employer Legal Business Name: This is going te be the longest legal Organization NPI: 1821378886

buSiness NaMe el Organization Practice Location: 7210 Ambagsador Rd Baltimara, MD 212442709

Request Tracking 10: U03212012460303

Request Status: Panding

Authorized Official Request: Ho

Application Type: PECOS - Madicare Prowder Enrollment
Approval Date: N4

Hew Comments:

| & Add Comments

Previous Comments:

v

& Approve B Reject |[B Cancel |

11) Once approved, the requesting end user will receive a confirmation e-mail stating that the
request was successfully processed and approved.

12) Upon receipt of the approval e-mail, the requesting end user can now login to PECOS with
their user ID and password.
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