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Welcome to Your Incident

You have been just informed that there has been a potential incident within one of your
programs. This playbook will walk you through key steps and processes you need to be
aware of. While the Office of Information Technology (OIT), Information Security and
Privacy Group (ISPG) Incident Management (IMT) and Breach Response teams will lead
the incident and breach response activities, you have a very integral part to play in the

response activities.

STEP 1

STEP 4

Breach Notification

First, you will be notified of the breach that did or could have impacted
your program. Please attempt to gather any information and assist
the Incident Management Team (IMT) as they review the details of the
incident. It would be wise to appoint a Point of Contact within your
Program who will interact with the IMT.

Breach Confirmation

Once there has been confirmation of a breach of Pll or PHI, the Incident
Management team will begin scheduling stand-ups with the Breach
Analysis Team (staff level team) and the Breach Response Team (senior
leadership team). The Business Owner of the Affected Program or their
designee is expected to participate as a member of the Breach Response
Team. Once you receive the notification of the confirmed breach, if you
would like to designate an alternate to attend the Breach Response Team
calls, please respond to the notification email with the name of your
designee(s) and provide a copy of this playbook to them.

Breach Response Team Activities

As a member of the Breach Response Team, the Business Owner will
attend standup meetings. The cadence of these meetings will be
determined by size and complexity of the breach. Updates are sent from
the Breach Analysis Team, at times with action items for the Breach
Response Team. The breach analysis, beneficiary notification letter, media
notification, and Office for Civil Rights notification are presented to the
Breach Response Team for review, prior to review by our Office of General
Council, CMS Division points of contact.

If CMS or HHS has declared a Major Incident under FISMA, the business
owner may have to participate in any Congressional Briefings requested.
Participation in these briefings would be in support of the Administrator/
Principal Deputy Administrator and may also include Office of Information
Technology leadership.

After Action

The Business Owner and other stakeholders from the Affected Program
office are expected to participate in any after action activities. These
activities help the agency refine incident and breach response activities,
prior to the next reported breach.



Reporting Triggers

Trigger

Requirement

Responsible Party

All Incidents

Notify HHS, notify US-CERT (United
States Computer Emergency Response
Team)

HHS is automatically notified by the
CMS incident ticketing system; HHS
handles reporting to US-CERT

All Suspected or Confirmed Breaches

Conduct Risk Assessment

If the breach is not in a predefined low-
risk category, the CMS Breach Analysis
Team must convene.

Breach Analysis

- HHS Privacy Incident Response Team
(PIRT) review

- PIRT reviews the Breach Risk
Assessment final individual
notification draft and recommended
mitigations

Breach Analysis Team

Notification of Individuals

Individual notification needs to be sent
to potentially affected individuals within
60 days following the discovery of a
breach and must include:

- a brief description of the breach,

- a description of the types of
information that were involved in the
breach,

- the steps affected individuals should
take to protect themselves from
potential harm,

- a brief description of what the
covered entity is doing to investigate
the breach, mitigate the harm, and
prevent further breaches,

- as well as contact information for the
covered entity (or business associate,
as applicable).

Breach Analysis Team after review
by the Breach Response Team and
the HHS Breach Response Team/HHS
Privacy Incident Response Team

Greater than 500 individuals within
Same Jurisdiction are Affected by a
Breach

Notify media in affected jurisdiction
within 60 days, at the same time as
individual notification

Office of Communication as part of the
Breach Response Team

Substitute Notification

More than 10 items of returned mail

Office of Communication as part of the
Breach Response Team

Notice to the Secretary (Office for Civil
Rights (OCR) portal)

Report submitted on OCR portal with all
details of the incident and remediation/
mitigation efforts within 60 days, at the
same time as individual notification

Senior Official for Privacy

Breach Indicates lllegal Activity

Contact Law Enforcement via HHS
oversight body

Contact HHS Office of Inspector
General (OIG) Computer Crimes Unit
(Ccu)

Breach Affects FTI

Notify IRS and U.S. Treasury Inspector
General for Tax Administration (TIGTA)

Contact CMS-IRS Liaison

Greater than 100,000 Individuals are
Affected by the Breach (Major Incident)

- Notify Congress within 7 days

- Follow up notification in 30 days

- Possible in-person Congressional
Briefings.

Contact Office of Legislation (OL)



Reporting Timelines
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Responsibilities

Representatives from the Affected Program Office

The Affected Program Office is the organization where the breach occurred, or if the breach
occurred at a non-CMS entity managing federal information or a federal information system on
behalf of CMS, the organization with programmatic oversight of that entity.

The responsibilities of the Affected Program Office include, but
are not limited to, the following:
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Serve on the CMS In coordination with For aII_ breaches
Breach Response the CMS SOP and Confirm whether involving
Team(leadership) the CMS Breach the data involved in contractors or
and Breach Analysis Analysis Team, a potential breach is subc.ontractors,

Team (staff level). assess whether the federal data. confirm t_he .
data involved is PII/ Contracting Officer
PHI. is aware of the

breach.
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In coordination with the CMS SOP, In coordination with the CMS Breach
identify all the applicable privacy Analysis Team, seek additional
compliance documentation, such as information, as necessary, to reconcile
system of records notices (SORNSs), or eliminate duplicate records, identify
privacy impact assessments (PIlAs), and potentially affected individuals, or
privacy notices on information collection obtain contact information to provide
instruments related to the breach. notification.
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with the CMS In coordination with Provide a
Breach Response the CMS Breach representative(s)
Team, must identify Analysis Team, to participate in
what, if any, develop a robust the HHS Breach
additional reporting response plan and Response Team
requirements may a draft notification meeting(s).
letter(s).

apply to the breach.
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Responsibilities

Representatives from the Affected Program Office

The Affected Program Office is the organization where the breach occurred, or if the breach
occurred at a non-CMS entity managing federal information or a federal information system on
behalf of CMS, the organization with programmatic oversight of that entity.

The responsibilities of the Affected Program Office include, but

are not limited to, the following:

For a breach that requires notification
of individuals, or as otherwise
appropriate, the Affected Program
Office, in coordination with the

CMS Breach Response Team should
establish toll-free call centers scripts
for staff | to handle inquiries from the
potentially affected individuals.

Provide notification in the appropriate
languages to the extent feasible if it

is known that the potentially affected
individuals or a subset thereof are not
English speaking or require translation
services.

In consultation with the HHS Breach
Response Team and CMS Breach
Response Team, consider whether it

is appropriate to establish an ongoing
communication method for interested
individuals to automatically receive
updates in instances where there is an
ongoing investigation, and the facts
and circumstances of a breach are
evolving.

=

In consultation with the HHS

Breach Response Team and CMS
Breach Response Team, give special
consideration to providing notice to
vulnerable populations and individuals
who require special consideration,
such as individuals who are visually or
hearing impaired.
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