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This guide provides instructions for the End Users from States to register for a new Application User role through
Individual Authorized Access to the Centers for Medicare & Medicaid (CMS) Computer Services (IACS).
Registration is to permit view-only access to CMS MARx system and to view information on the State’s Medicare-
Medicaid Plans (MMPs).

What is Individual Authorized Access to the CMS Computer Services (IACS)?

CMS has developed the IACS application to control issuance of electronic identities and access to CMS Web-based
applications. Through IACS, an End User from State will be able to register for CMS applications to:

e Apply for and receive login credentials in the form of a User Identifier (User ID) and password.
e Apply for and receive approval to access the CMS MARx query and to submit MMP enrollment-related
transactions to CMS via the MMP demonstration enrollment vendor, Infocrossing, Inc.

Registration requests are reviewed and approved using a hierarchical system of approvals referred to as the Chain
of Trust. Typically, the requests are approved in the following manner:

o End User requests are approved by Approvers

e Approvers are approved by Authorizers

e Authorizers are approved by the Business Owner or their designee. Business Owners typically do not have
an IACS User ID. Thus, Authorizers are referred to as Top of the Chain Users, since they are the last users in
the chain who must have an IACS User ID.

Once approved, IACS will provide a User ID and a temporary password for the End User. To complete the
registration process, the user will log in to IACS and change the temporary password. At this point, the End User
must allow 24-48 hours before accessing the approved CMS application(s). When the user logs in to the approved
CMS application with the IACS User ID, the user will be able to perform the functions associated with the approved
role. A user may need to access multiple CMS applications. If the user has been approved for any application
integrated with IACS, the user will use the same IACS User ID and password to access the applications.

IACS also manages the life cycle of User IDs and passwords. IACS ensures passwords expire every 60 days,
accounts are disabled for inactivity, and users annually certify their continued need to access CMS applications.
Once registered, the user will use IACS to:

e Reset password

e "Forgot Your Password?" self-service recovery

e "Forgot Your User ID?" self-service recovery

e Change password every 60 days

e Add new application or role

e Remove role

e Modify user and professional contact information

e Annual Certification of account
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Access the Centers for Medicare & Medicaid Services (CMS) Portal thru
https://applications.cms.hhs.gov/home.html

CNIS,

Centers for Medicare & Medicaid Services

Portal Home | CM5 | FAQs |Feedback | Help

Introduction | Account Management | Plans | Providers

CMS Applications Portal Introduction

The CMS Applications Portal is property of the Centers for Medicare & Medicaid Services (CMS). CMS is a Federal agency within the U.S. Department of Health and Human Services. To
learn more about CMS, visit the CMS Website.

The CMS Applications Portal is a gateway being offered to our Business Partners to access a number of systems related to Medicare Advantage, Prescription Drug, and other CMS
programs. This portal is in its initial implementation stage with new capabilities being added on a regular basis.

To use the CMS Portal you must first register and then choose a role:
Registration and user management services required to access applications within CMS' Applications Partal
+ Plans - meamn plans participating in the Medicare program such as the Medicare Advantage Plans and the Medicare Prescription Drug Plans

+ Providers - Providers that participate in the Medicare program such as Hospitals and Physicians
+ Data Services - Data Services for internal CMS users

Figure 1: CMS Applications Portal Introduction Screen

e Select ACCOUNT MANAGEMENT
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Account Management Important Messages

CMS has established a single system to provide user registration and user account self-service capabilities. The
links below will launch the registration application for new users to request access to the applications offered

within the CMS Applications Portal and the self-service application for registered users. PS&R and STAR Security Officials: If

you are requesting the IACS Security
,— Apply for a CMS computer services account Official (SO) role, please note, that vour
» My Profile - Manage your CMS computer services account request will expire if the required IRS
documentation is not submitted within 60
days of your request. Allow time for
processing and if you know that your
request will expire, please contact EUS
before the 60 day deadline.

» Forgot Your User ID?

Do not disclose or lend your User ID
nln Macomecne | . * Sz

Figure 2 : Account Management Screen

e Select NEW USER REGISTRATION
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Electronic Correspondence
Referral System (ECRS)
Web

GENTRAN

HETS UI

HPG
Internet Server

< MA/MA-PD/PDP/CC

MDR State Exchange

Medicaid and CHIP
Program System, MACPro

Medicare Exclusion
Database

myCGS
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This application allows authorized users to fill out various online forms and electronically transmit
requests for changes to existing Common Working File (CWF) Medicare Secondary Payer (MSP)
information, and inquiries concerning possible MSP coverage.

Gentran only access. This registration link is for those users who have no association with any
other application, but need Gentran mailbox access. If you need access to an application that also
requires Gentran, you must register for that application to get access to your Gentran mailbox.

HIPAA Eligibility Transaction System User Interface. This is a pilot with registration restricted to
those organizations that are pre-approved

HIPAA Eligibility Transaction System (HETS) Provider Graphical User Interface (GUI)

Internet Server only access. This link is for users not associated with other applications, but who
need Internet Server access. If you need access to an application that also requires Internet
Server access, you must register for that application.

Medicare Advantage/Medicare Advantage - Prescription Drug/Prescription Drug Plan/Cost Contracts/
Medicaid State Agency

Medicaid Drug Rebate: Exchanges data between CMS and the States. Data exchanges include
quarterly drug rebate files to states; quarterly drug utilization to CMS; utilization discrepancy
reports to states; quarterly rebate offset amounts to states.

The purpose of the Medicaid and CHIP Program System, MACPro, is to suppart an efficient
automated business process for submitting, reviewing, and taking final action on all Medicaid and
CHIP actions.

The Medicare Exclusion Database, MED, is updated monthly with sanction and reinstatement
information on excluded providers, and is made available to approved entities only

The myCGS DME portal allows users to access J-C Medicare information, including eligibility, claim
status, denial status and more. MyCGS is available to Jurisdiction C suppliers of durable medical

/' Trusted sites | Protected Mode: Off

Figure 3: New User Registration Menu Screen
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Select MA/MA-PD/PDP/CC option under NEW USER REGISTRATION MENU for CMS APPLICATIONS

ﬂ% Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Terms and Conditions

If you want to print the text on this soreen, select the Print icon to the right of the
text before taking any other action on the soeen

To skip printing and continue with your registration, read the text, select the | Accept the above
Terms and Conditions box, and then the | Accept button st the bottom of this soreen.

CMS Computer Systems Security Requirements

of Title 5 U.5. Code,

Section 552a(e) (10) (The Priwvacy Act of 1974). This
information is used for assigning, controlling, tracking, and reporting

- Print

] »

authorized access to and use of CMS' computerized information and rescurces.
The Priwvacy Act prohibits disclosure of information from records protected by
the statute, except in limited circumstances.

The information you furnished on this web form will ke maintained in the
Individuals Authorized Access to the Centers for Medicare & Medicaid Services
({CMS) Data Center 5Systems of Records and may be disclosed as a routine use
disclosure under the routine uses eatablished for this system a3 published at
59 FED.REG.41329 (08-11-94) and as CMS may establish in the future by
publication in the Federal Register.

The Scocial Security Number ({S55N) iz used as an identifier in the Federal
Service because of the large number of present and former Federal employees and
applicants whose identitv can onlv be distinguished bv use of the 35N is %2

To continue, you must accept the terms and conditions. If you dedine, your registration will sutomatically be cancelled.
‘ | Accept the above Terms and Conditions * ,

| Accept | Decline

Figure 4: Terms and Conditions Screen

Read and accept the Terms and Conditions
Click the box “I Accept the above Terms and Conditions”
Select “I Accept” to continue registration process
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Individuals Authorized Access to the CMS Computer Services (IACS)

New User Registration

NEANETY R EL TG I Email Verification [l Contact Information [l Authentication Questions [l Review Request [l Acknowledgement

CMS is authorized to validate your personal information using your legal name, Date of Birth and Social Security Number.

User Information

Title: ~ [ First Name: | * [il Last Name: * Suffix: -
El Middle Initial: EI Professional Credentials: Example: MD, RM, LPM, MBA, PhD, etc. (Limit 12 characters)
S°°'a'§f§1‘g‘;‘r‘f *  Valid SSN Format is XXX-XX-XXXX  Date of Birth: *  Valid Date of Birth format is mm/dd/yyyy
El E-mail: * El Confirm E-mail: *

Valid E-mail address format is user@internetprovider.domain. List of allowed domains: com, gov, net, org, us, mil, biz, edu, vi, pr, md, coop

Figure 5: New User Registration Screen

o Complete the required fields in the User Information area of the screen. The optional fields may be
completed as well.

e The First and Last Name must be those on file with the Social Security Administration (SSA).

e Aunique, work related E-mail address where the user may be contacted is required.

Note: E-mail address must be an organizational email domain; it cannot be a Gmail, Yahoo, Hotmail, or
any publically available email domain.

e The E-mail address should be entered a second time for verification. Values should not be cut and
pasted from one field to the other.

Note: The information must be entered in the format specified.

e Select the Next button when all the required fields have been completed. When the Next button is
selected, the system validates the entered data.

e The SSN is validated to verify that it does not already exist for another IACS account.

e The E-mail address is validated to verify that it does not already exist for another IACS account.
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E-mail Address Verification

New User Registration JISuGTR'CG %1 I Contact information |l Authentication Questions il Review Request ll Acknowledgement

An e-mail has been sent to you at mfreemang@ghmail.com with the 8-digit verification code.
Please enter the code in the box below from the e-mail and select 'Next' within 20 minutes. Failure to do so will result in cancellation of your Registration Request.

#

Verification Code: 43405872 Re-send verification code

Note: Personal or corporate e-mail and spam filters may block the e-mail containing your verification code.
You may request your verification code to be re-sent by selecting the re-send verification code link to the right of the Verification Code field.

You may request your verification code for a maximum of three times, after which the re-send link will be disabled.

Do not cut and paste the e-mail verification code from the e-mail onto this screen.
You must enter the code exactly as displayed, without any extra spaces or characters.

If you get an emror message saying the code is not valid, please iry re-typing the code again exactly as it appears in your e-mail.

Figure 6: E-mail Address Verification

The user will be sent an E-mail that confirms IACS has received the user’s request and provides him/her with a
verification code. The user must enter the Verification Code on the E-mail Address Verification screen.

Action: Leave the E-mail Address Verification screen open.

Note: The user will have 30 minutes to complete this step of the registration process. If the user does not complete
this step in 30 minutes or if the user closes the E-mail Address Verification screen, his request will be cancelled

and all information that he had entered will be lost.
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New User Registration

New User Registration (e Tl (1 Il Email Verification [l Authentication Questions |l Review Request il Acknowledgement

CMS is authorized to validate your personal information using vour legal name, Date of Birth and Social Security Number.

User Information

Title: | Mr. [E [il First Name: Jerome * [ElLastName: Jackson * suffix: |Jr. E]
[i] middle Initial: |S [il Professional Credentials: |PhD Example: MD, RN, LPN, MBA, PhD, etc. (Limit 12 characters)
Soctal SeCUrlty |572-50-0001 | *  valid SSN Formatis XOOXG00C  Date of Birth: [12/18/1972 | *  Valid Date of Birth format is mmiddiyyyy
[i] E-mail: jjackson@idm.com = [i]l confirm E-mail: jjlackson@idm.com i

Valid E-mail address format is user@internetprovider.domain. List of allowed domains: com, gov, net, org, us, mil, biz, edu, pro

Professional Contact Information

[i] Office Telephone: 572-573-5731 | * Gl Ext: |573 valid Phone Number Format is JXOO-O0-00
[il company Name: Orange Health % [il company Telephone: 573-573-5731 [HlExt: 573
[ilAddress 1: 101 Main Street i [il Address 2: |Suite 102
[ilcity: Baltimore *  stateTerritory: MD [» ] * Elzip Code: |57314 |* - [E] |5733

Access Request
User Type: MA/MA-PD/PDPI/CC

R°'e: =l Select MMP User

#

For the selected Role, at least one Contract/Mailoox Number must be submitted.

[il plan Contract
Number:

Add Ex: Hxoox

Contract(s): HO0550

e ~1 N Users should add five digit MMP
e [oaisaiismk o n AR contract number that precedes
Besos. with “H” before clicking on the
- Next button. More than one MMP
contract number can be added
here.

Figure 7: New User Registration Screen: Professional Contact Information, Access Request
Area, and Role Drop-down

This screen has additional sections that need to be completed. The top area of the New User Registration screen
labeled User Information, as illustrated in Figure 7, will be pre-populated with the user information completed
prior to the E-mail address verification.

Select the Role field to display the list of roles. Select MMP user.

Note: This role applies to State employees to access CMS Systems via Infocrossing to submit data files (e.g. TC 61,
51, 82, or 83 for MMP demonstration) or to access MARx to perform individual beneficiary queries. This role must
be approved or rejected by the MMP External Point of Contact (EPOC) at their discretion.

Below the entered Contract Number fields is an additional field for the user to enter the RACF ID if he has this ID
number. If the user has forgotten the RACF ID, he needs to call the Help Desk to obtain his RACF ID information.

If the user does not have a RACF ID at the time he completes the IACS New User Registration and the user’s role
requires a RACF ID, the system will automatically assign him a RACF ID once his request is approved.

Instructions for IACS Registration _



Authentication Questions

Plaasa answer at least 2 of the following questions, and than salect Mad™ o proceed with registration

New Usar Registration [l Email Verification [Mﬂmﬁlhﬂn&uﬁml Acknowledgement

Question Answior
Wihat i your grandmother's maiden nams? aus
Vihat was the modal of your first car? Taurus

Vihat ks the middle nams of your ohdest cousin?

Yihat was the name of your frst pet?

VWhat was your childhood phone number?

Vhat was the first name of your first boyfriend?

Vhat was the first name of your first girlikend?

VWhat ks the name of your first elementary schoal?

VWhat was your childhood street nama?

What was the name of your first employer?

Vihat was your grandfathers profession?

Vihat was the name of your frst college roommate?

VWhere was your wedding reception held?

Figure 8: Authentication Questions Screen

e Answer at least two of the Authentication Questions listed.

e Select the Next button when you are done.
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The system will display the Review Registration Details screen as illustrated in Figure 10.

Review Registration Details

New User Registration @ Email Veniication i Coatact information @ Authentication Quesbons IR'V’“ Roqmll Acknowledgement

e foliowng i5 the Information you entered on the New User Registrabon Form
Piease review the information delow 1o verify comrestness.,
« To modiy any of the miormason, Cick 'EAIT.
If the information & conted and you wish 1o proceed, dick *Submit’.

First Name: Morgan Mi: Last Name: Freeman
Tite: Suffix: Professional Credentials:

Social Security Numbes:  ****"'7258

Date of Birth: 0101/1980

E-mall: mireeman@ohmail.com
Office Telephone: 410-123-1234
Company Name: Froeman group Company Telephone:
Address 1: 1 main st Address 2:
City: bamore State/Termitory: MD Zip Code: 21044
User Type: MAMA PD/PDPICC
Robe: User/Submitier, MCO Representaive Ul Updale

. N Hi111
Contract{s) H1050
Report Access Type: ACCess 10 Non-Finandial Repont
Authentication Questions

Question Answer
What s your grandmother's maiden name? | Sue
What was the moded of your first ce? Taurus

Figure 9: Review Registration Details Screen
e Review the information presented in the Review Registration Details screen.

If you need to make any modifications to the registration information, use the Edit button. The New User
Registration screens will be redisplayed with all information populated in the appropriate fields. The user may
modify the information except for the previously entered E-mail address; and, when finished, he/she should select
the Next button. He/she will again be presented with the Review Registration Details screen.

Note: The user will not be allowed to modify the E-mail and Confirm E-mail fields by selecting the Edit button
from the Review Registration Details screen.

e Select the Submit button when you are satisfied that your registration information is correct. The
Registration Acknowledgement screen will display as illustrated in the example in Figure 10.

The Registration Acknowledgement screen indicates that the registration request has been successfully
submitted and the request tracking number has been assigned. This tracking number should be recorded and used

when the user has questions about the status of his request.

Note: The user can print the information contained on the Registration Acknowledgement screen by selecting

the Print icon.
Instructions for IACS Registration _
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ﬂ,’z Centers for Medicare & Medicaid Services

Individuals Authorized Access to the CMS Computer Services (IACS)

Registration Acknowledgement

New User Registration J}| Email Verification [ Contact Information | Authentication Questions ‘Acknowledgement|

Your IACS request has been successfully submitted. < *Print

The tracking number for your request is: REQ-1318451602926
Please use this number in all correspondences concerning this request.

You will be contacted via e-mail after your request has been processed.

Click "OK to close your browser window.

OMB: 0938-0989 Effective date: 5/06

Figure 11: Registration Acknowledgement Screen
e Select the OK button.
Note: The registration will not be completed unless the OK button is selected.

The Registration Acknowledgement screen will close and the system will return to the Account Management
screen.

Registration Completion

After the user completes the IACS New User Registration, the user will be sent an E-mail confirming IACS has
received the user’s request with the request tracking number. The user should use the tracking number when
referencing the request.

Note: If the E-mail notification has not been received within 24 hours after registration, the user should contact
the MAPD Help Desk @ 1-800-927-8069 (Monday to Friday 6am - 9pm EST) or via email at
mapdhelp@cms.hhs.gov.

The user’s Approver (EPOC) will be notified of the pending request via E-mail.

Once the EPOC has approved the request and the account has been created, two separate E-mail messages are sent
automatically to the user.

1. The first E-mail (Subject: FYI: User Creation Completed - Account ID Enclosed) will contain the IACS User ID.

2. The second E-mail (Subject: FYI: User Creation Completed - Password Enclosed) will contain the format of the
initial password and instructions to change the initial password. The user will be required to change the initial
password on the first login.

If the user’s request for registration is denied, the user will be sent an E-mail that the request was denied with the
justification for denial.

For registration assistance, please contact the MAPD Help Desk at 1-800-927-8069 (Monday to Friday 6am - 9pm
EST) or via email at mapdhelp@cms.hhs.gov.

Instructions for IACS Registration _


mailto:mapdhelp@cms.hhs.gov
mailto:mapdhelp@cms.hhs.gov

Frequently Asked Questions

1.

My password was reset by the Help Desk; however, | am still unable to log in. What password should | use?

Once your password is reset, you will receive an E-mail with a one-time password. This one-time password is
reset to the first two letters of the user's last name (with the first letter capitalized and the second letter in
lowercase) followed by the last six digits of the user's Social Security Number. Use your IACS User ID and the
password received in the E-mail to log in. After a successful login, you will be prompted to change the password
in accordance with the password policy.

| need to change my name and/or date of birth. | am unable to modify this information using the Modify
User/Contact Information hyperlink. How can | modify my personal information?

Legitimate changes to the First Name, Last Name, and/or Date of Birth will require a Service Request. You should
contact your application Help Desk, who in turn, will submit the Service Request directed to the IACS
Administrator to modify your personal information.

When | submit a request for Annual Certification, the message on the screen states that there are no roles
assigned to my IACS account. What do | need to do?

Your Annual Certification request cannot be processed because your IACS account requires a role. To retain your
IACS account, you will need to request a role and be approved for that role before your certification due date. If
you choose to take no action before your certification due date, your IACS account will be archived.

| am a registered EPOC for the MA/MA-PD/PDP/CC Application. The request that | planned on approving is no
longer in my Inbox. Why am | unable to see the pending request?

When an existing MA/MA-PD/PDP/CC Application user requests an additional MA Representative role or a report
access type modification, the request needs to be approved by all the approvers of the corresponding contracts in
the user’s profile.

If one of the contracts was rejected by one of the corresponding approvers, then all the contracts associated with
the request will be considered rejected. Therefore, the request will be removed from your Inbox. You will receive
an E-mail notification that one of the EPOCs has rejected the request and no further action is required. This
request has not modified the user’s profile. The user will retain his existing roles and contracts.

When | try to register, | get an error message saying the SSN is already in use. What should | do?
This message means that the SSN entered has an IACS account. First, validate that the SSN is typed correctly. If
the SSN is correct, you may have an account. To verify this, use the Forgot Your User ID? feature on the Login

to IACS screen or CMS web page.

Go to https://applications.cms.hhs.gov.

Navigate to the_Account Management hyperlink.

1
2
3. Select the Forgot Your User ID hyperlink.
4

Enter First Name, Last Name, Date of Birth, SSN, and E-mail. After the information is validated, an E-mail will
be sent to you with your User ID.

If you are unable to retrieve your User ID, please contact your Help Desk for assistance.

| am unable to complete the E-mail verification step. | have not received the E-mail with the Verification Code.
What should | do?

Here are possible solutions to your problem.

e |s the E-mail correct? Verify the E-mail address displayed on the E-mail Address Verification screen. If
the E-mail is not correct, cancel your request and start over again.
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e |f the E-mail you provided is correct, please check your Junk/Spam folder.

o |f the E-mail address that you entered is correct and you do not see the E-mail in the junk folder, please
contact your E-mail Administrator for resolution.
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