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SELECT A 
CONNECTIVITY TYPE 
BASED ON YOUR 
INFRASTRUCTURE 
AND GOALS

01
COMPLETE FORMS 
ASSOCIATED TO THE 
CHOSEN 
CONNECTIVITY TYPE

02
INITIATE USER 
ACCESS WITH 
FORMS AND 
WEB APPLICATION 
REQUESTS

03
COMPLETE ROUTING 
SETUP AND TESTING

04
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Welcome Packet
MAPD Help Desk provides the 

Welcome Packet

EPOC Forms
MAPD Help Desk confirms and 

requests EPOC forms from 
Plans

Must be received before: 
September 30

Plans are Loaded 
in IDM

MAPD Help Desk notifies all 
EPOCs through SNow cases to 
request access in the Enterprise 

Portal
Start: First week in October

PCD Forms
MAPD Help Desk requests and 
confirms PCD forms from Plans

Must be received before: 
September 15

EPOC 
Approved

DPO approves EPOC’s 
request in the Enterprise 

Portal

Submitter 
Approved
EPOC approves 

submitter's request in the 
Enterprise Portal

Create Service 
Request (SR)

MAPD Help Desk Creates 
SR for EFT to establish 

Plan’s routing

Testing
EFT and/or MAPD Help Desk 

completes testing with Plan

Connectivity 
Completed

MAPD Help Desk notifies 
Plan the Connectivity process 

is completed and supplies 
resources

EFT Extract
MAPD Help Desk  provides Plan Data 

required for Connectivity to EFT

Getting Started

Obtain Security 
and Access

Establish Data 
Transfer Protocols

Testing

Completed

Legend
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All new Plans participating in the Medicare Advantage Prescription Drug (MAPD) Program 
must receive a contract number(s) from CMS or the Health Plan Management System (HPMS) 
before they can begin. After obtaining a contract number(s), Plans must register a designated 
person(s) to enter the Plan’s connectivity data into the HPMS Plan Connectivity Data (PCD) 
Module.



A private CMS WAN Ethernet connection 
directly connects the Plan to the CMS 
network. The software to support the 
data transfer across the private 
connection is Connect: Direct, a product 
that can be licensed from IBM. Plans are 
expected to fund the cost of the Ethernet 
connection and software license.

01
Secure File Transfer Protocol (SFTP) is a 
secure internet server hosted by the Plan. 
Organizations opting to use the SFTP 
with the TIBCO MFT Internet Server 
will be required to obtain a Secure 
Point of Entry (SPOE) ID from CMS and 
to host a Secure Shell (SSH) server with 
a Digital Signature Algorithm (DSA) or 
Rivest‐Shamir‐Adleman (RSA) public key. 

Hypertext Transfer Protocol Secure 
(HTTPS) is a secure web interface to 
provide connectivity to the TIBCO MFT 
internet server hosted by CMS. Users will 
log in to the TIBCO MFT internet server 
web interface to send data to CMS.

02
This connectivity type is for small Plans, 
with less than 100,000 beneficiaries, 
participating in the MAPD program. File 
size is limited to less than 2GB. Gentran 
is an option limited to small Plans 
because of its file size restriction. With 
Gentran, Plans have the option to 
manually submit files (individual IDM 
user ID required) or to do an automated 
SFTP pull (SPOE ID required).

03Connect: Direct TIBCO MFT Gentran
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